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Federal Central
Tax Office

Leaflet on registration in the BZSt online
portal (BOP)

The Federal Central Tax Office (BZSt), in cooperation with the Federal Information Technology Center
(ITZ Bund), provides you with a procedure for the electronic submission of ,, Antriage auf Entlastung
vom deutschen Steuerabzug gemafd § 50c EStG“ (applications for relief) via the BZSt online portal.

You can gain access to this portal after a one-time registration by means of a certificate that serves
your authentication.

However, a new registration is only required if you do not already have a corresponding
certificate.

The following come into consideration here

e the ElsterOnline portal certificate or
e the BZSt online portal certificate from other reporting procedures.

If you do not hold one of the certificates mentioned, a new registration with a BZSt number is required
for an electronic submission of the applications for relief, which proceeds as follows.

. application for registration at the BZSt

First of all, a BZSt number and a secret code must be applied for via the admission and registration
application. You can find this application under
https://www.bzst.de/EN/Businesses/Withholding_taxes/Withholding Tax_Relief/
withholding_tax_relief.html
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https://www.bzst.de/EN/Businesses/Withholding_taxes/Withholding_Tax_Relief/withholding_tax_relief.html

The BZSt checks the data for completeness and authorization to file the application. If both are the case,
the BZSt then sends you the generated BZSt number by letter and the ,secret code“ (= admission

code) by e-mail.
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portal (BOP) - ission of your BZSt number
Dear Sir or Madam,

You have shown interest in an authenticated data communication via the
ZStOnline portal (BOP) for Tolksdorf, Verena

Registration in BOP is carried out as follows

1. The BZSt sends youa secret code by email.
The BZSt sends youa BZSt number by post.

[Iwwwelsterde/
bportal/registrierung-auswahl internet page by creating a user
account and entering the required data in BOP

il for the verification of your email address,
Confirm the link in the email

You receive an e

BOP sends you an email with the activation ID for the user account
you created

The BZSt sends a letter with the activation code for the user
account you created.

You activate your user account in BOP via the link sent in the email
containing the activation ID. The activation ID and the activation
re entered there,

code
8. BOP sends you a certificate which you can use for login to your user
account

@ | T
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If you have not yet received the secret code (Step 1) required for the
registration, please check your Spam settings as those may have caused
unexpected filtering.

Further information can be found in BOP at https://www.elsterde/
bportal/start

Please keep this letter for future reference.

Kind regards

Federal Central Tax Office

This letter has been generated automatically and is valid without
signature,

rther information is available on the BZSt internet pages at
www.hzst.de.

Data protection notice:
Please refier 0 he revenue admi

farmation abaut how
your rights pu

You have ques
www finanzart,

ZSt number in this letter.

Your BZSt number is: _

BZStOnline-Portal (BOP) - Ubersendung Ihres Geheimniswertes / BZStOnline portal (BOP) - transmission of your secret code - Nachricht (Nur-Text)
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BZ5tOnline-Portal (BOP) - Ubersendung Ihres Geheimniswertes / BZStOnline portal (BOP) - transmission of your secret code

Dear Sir or Madam,

Vuu- ave shown interest in authenticated data communication via the BZStOnline portal (BOP).

Registration in BOP is carried out as follows:

1. The BZSt sends you a secret code by email.
2. The BZSt sends you a BZSt number by post.
3. start your registration in BOP on the
https://www.elster.de/bportal/registrierung-auswahl internet page by creating a user account and entering
the required data in BOP.
4. You will receive an email for the verification of your email address. Please confirm the link in the email.
5. BOP sends you an email with the activation D for the created user account.
6. The BZSt sends you letter with the activation code for the created user account.
7. Activate your user account in BOP via the link in the email with the activation D,
The activation ID and activation code are entered there,
8. BOP sends you a certificate which you can use to log in to your user account.

You are currently in Step 1 and receive the secret code with this email.

‘Your secret code

Please keep this email for future reference.
Kind regards

Federal Central Tax Office

This email has been generated automatically.
Further information is available on the BZSt internet pages at www.bzst.de.
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II. Registration process in the BZSt online portal

After receiving the BZSt number and the secret code, please forward this confidential information to
the persons named in the registration application and authorized by you to submit the applications in
the future. The following registration steps must be completed once individually by each person
authorized to submit the applications.

Registration consists of four steps:

e Step 1: Registration (data entry)

e Step 2: Sending the activation data

e Step 3: Activation and certificate creation
e Step 4: First Login

You can track which registration step you are currently in via the overview in the left margin of the
BZSt online portal.

Registration

@ Data input

Submit

Email address confirmation

Send
Activation 1D by email

Activation code by post

Create certificate
Enter activation data
Create certificate file

Download certificate file

Login

First login
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Step 1: Registration (data entry)

Open the website: www.elster.de/bportal/registrierung-auswahl

Once you have read the first two information pages and confirmed with "Continue", you can select a
login option. The recommended login option is "Certificate file", which is described below.

How do you want to log in to My BOP?

Login options can be changed or extended in the account settings later.

Vv Certificate file (recommended)
@ Certificate file @& on your computer or in ElsterSmart

Requirements
e Mo additional hardware

Free of charge Select

> 1D card (Comfort access)

> Security stick (interesting for entrepreneurs, for example)

> Signature card (interesting for tax consultants, for example)

Then enter your personal data, the BZSt number and the secret code, as well as a user name and a

security question.
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Data input

Enter your personal details here.

Personal details

salutation, Title | No details VH No details v
Name
*
First name
*
Email
x 2]
BZst number
*

Shared secret

Please ensure the correct entry of the shared secret: To enter the correct shared secret, please check your tax
documents. You will not receive an activation code and must register again if the value entered by you differs
from the data of the tax administration. For security reasens, an error message will not be transmitted in this
case.

secret | Please select v
* o
Secrect code
*
Secret code (repeat)
*
Your user account
User hame (max, 8 characters)
* 2]
Security prompt | Please select v
* @
Answer (max. 40 characters)
x
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After confirming the data entry, you have the opportunity to check your data again. If everything is
correct, you can now send your data.

You will then receive an email with a link to confirm your email address.

Email address confirmation is on the way
Follow the instructions in this email.

Check your email inbox

No email received?

s Check the entered email add ress_for typing errors or

s check your spam folder.

It may be necessary to start the registration again.

[EXTERN]My BOP: Email confirmation - Nachricht (Nur-Text)
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[EXTERN]My BOP: Email confirmation

an

Dear My BOP user,

DL X iot ot b clicki Sho Folloio oL

I https://www.elster.de/bportal/registrierungEmailbestaetigung/IB0-c8329edb-77ad-4cde-a8d9-81f0478744cf Plocale=en_US I

Important note: Please note that the registration can only be continued if a positive feedback is displayed by the browser after clicking on the link. The link is valid until 10:26 AM on Oct 24, 2022,
Many Thanks!
Sincerely,

Your federal central tax office

This is an automatically generated message, please do not reply to the sender. If you have questions about My BOP or about how to use the ElsterAuthenticator, please search our FAQs (frequently asked
questions) first: https://wwuw.elster.de/bportal/start?themaGlobal=help_bop or ask our Info Assistant: https://elias.elster.de/nmlQServer/index.html
If you cannot find an answer to your question there, please contact our hotline.

Data protection notice:

Please refer to the revenue administration's general data protection flyer for more information about how the tax administration processes personal data, information about your rights pursuant to the
General Data Protection Regulation, and who to contact if you have questions relating to data protection issues. This information flyer is available at www.finanzamt.de {under "Privacy”) or from your local
tax office.

If you cannot click on the link in this email, please copy it completely into the address bar of your browser and then press Enter.
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Step 2: Sending the activation data

After confirming the e-mail address, the activation data, i.e. the activation ID will be sent to you by e-

mail and the activation code by post.

v Your email address has been confirmed!

Activation data will be sent

What happens next?

—:@ You will receive your personal activation ID and an explanation of the next steps by email instantl

_B For security reasons, you will receive the activation code separately by post.

Please wait until you receive a |etter containing the activation code,

Bundessentralame fir Steuern, 53221 Ban
Bundeszentralamt fir
0D 42C1 DECO 18 100 Steuern
DVI922 045 DeutschePost
b4 i Ander Kippe 1, 53225 Bonn

“55QU4B00°D000 S o

Postanserit Seite 3 von 3
Bundeszentralamt fur
steuern Registration in the BZStOnline portal (BOP) - activation code

An der Kugpe 1, 53225 Bonn

Dear Sir or Madam,

Tel
- “Thank you for registering in BOP. In this letter you will find the activation
code which is reguired for the first activation of your user account,
Registrierung im BZSt0nline-Portal (BOP) - Aktivierungscode e
Account short ng
Bonn, den 26.09.2022 Activation code: ‘
Seite 1 von 3
Ta complete the registration and tocreate your user account, youalso need
Sehr geehrte Dame, sehr geehrter Herr, the activation 1D which has been sent to you separately by email. Please
= follow the link in thatemail and enter the relevant data (activation 1D from
— vielen Dank fiir Ihre Registrierung im BOP. Mit diesem Schreiben wird the email and activation code from this letter).
g Ihnen der Aktivierungscode zugesendet, den Sie fur die erstmalige If you have not yet received the activation 1D required for the registration,
= Aktivierung Ihres Benutzerkontos benatigen. ‘ please check your Spam settings as those may have caused unexpected
= filtering, If you are unable to find the email, please restart the creation of
= Kurzname Kontol auser account.
Aktivierungscods Further information can be found in BOP at https: //wwwelsterde/
bportal/start.
Zum Abschiuss der Registrierung und damit zur Einrichtung Ihres
Benutzerkontos benstigen Sie zusdtzlich die Aktivierungs-ID, die lhnen Kind regards
gesondert per E-Mail bereits zugegangen ist. Folgen Sie dem Link in dieser
E-Mail und geben die entsprechenden Daten (Aktivierungs-ID aus der E-
Mail und Aktivierungscode aus diesem Schreiben) ein. Federal Central Tax Office
Sallten Sie die fiir die Registriery ng benatigte Aktivierungs-1D noch nicht
erhalten haben, empfiehlt sich die Prifung Ihrer Spam-Einstellungen, die
2u einer unerwarteten Aussortierung gefithrt haben konnten, Fiir den Fall, This letter has been generated automatically and is valid withaut
dass die E-Mail nicht auffindbar ist, beginnen Sie erneut mit der Erstellung Hgnatare;
eines Benutzerkontos, Further information is available on the BZSt internet pages at
Weitere Informationen finden Sie im BOP unter hitps:/ /wwweelsterde wwwbzstde
bportal/start.
Mit freundlichen Griien Data protection notice:
Im Auftrag Please refer to the revenue administration's general data pratection Fyer for more
information about how the tax administration processes personal data, Information about

your rights pursuant to the General Data Protection Regulatian, and who to contact if
you have questions relating to data protection issues. This information fiyer is available at

Bundeszentralamt fiir Steuern www finanzamt.de {under "Privacy”) or from your local tax office.

D\j:sus Schreiben wurde maschinell erstellt und ist ohne Unterschrift
gltig.
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[EXTERN]My BOP: Activation of your user account - Nachricht (Nur-Text)
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[EXTERN]My BOP: Activation of your user account

An

Thank you for your registration at BOP.
This email will give you the personal activation 1D for your user account in My BOP.

You will need the Activation 1D for the second step of the registration together with the Activation Code, which you will receive separately by mail. Please keep this email until the letter with the activation
code has arrived. The activation code will be sent using the address stored for your BZSt number.

User name:
Activation ID;

After you have received the letter with your personal activation code, please follow the next step of the registration at
https://www.elster.de/bportal/aktivierung/|B0?locale=en_US

Please note that the registration in My BOP must be completed by Jan 25, 2023. If this is not done in time, the activation data will be invalid from this date.

Bei Verwendung von iPhone/iPad: Bitte beachten Sie die derzeitigen Einschrankungen bei Verwendung von Mein BOP auf iPhone/iPad mit ElsterSecure (siehe auch FAQ).

If you have not received a letter with an activation code within 14 days, please contact the BZSt, stating your account number, the username mentioned above and your telephone number.
If you register from abroad, delivery may be delayed due to the longer delivery time.

The security question you selected and answered when providing your personal information is required to delete your user account. You should definitely delete your user account if you suspect an abuse.
Please make a note of the information about the security question and keep it safe.

Sincerely,
Your federal central tax office

This is an automatically generated message, please do not reply to the sender. If you have questions about My BOP or about how to use the ElsterAuthenticator, please search our FAQs (frequently asked
questions) first: https://www.elster.de/bportal/start?themaGlobal=help_bop or ask our Info Assistant: https://elias.elster.de/nmiQServer/index.html
If you cannot find an answer to your question there, please contact our hotline.

Data protection notice:
Please refer to the revenue administration's general data protection flyer for more information about how the tax administration processes personal data, information about your rights pursuant to the
General Nata Profection Repulation. and wha ta contact if vou have nuestions relatine to data nrofection issues. This information flver is availahle at www.finanzamt.de lunder "Privacy") or fram vour local

State: 11/2022




Step 3: Activation and certificate creation

Open the Website https://www.elster.de/bportal /aktivierung/]BO.

Enter the activation ID and the activation code here and confirm the entry via "send".

Enter activation data

Please enter here the activation data you have received by email and by post.

A Ifyou enter incorrect activation data 3 times, your activation data will be blocked and you will have to
start the registration process again.

Activation ID from email ‘ KKK ‘
OO0 KR *

Activation code from letter ‘ XHX-XHXK-XXXK ‘
[0 0.6 58 0006649 *

Key

% Fields or form sections with this icon must be completed.

Now select a password for logging into the BZStOnline portal.

Activation data confirmed

Create certificate file

Name of the certificate file

Password for login @

Set password ‘ @ ‘
(at least 6 characters required) T

Repeat password ‘ @ ‘

Back to input Create certificate file now

You can then download the certificate file.
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Certificate created successfully

Download certificate file

Note

You need the downloaded certificate file every time you log in. Therefore, please take note where the
browser stores the file.

Save the certificate file in a location where you can find it again.

Download certificate file

The certificate file is automatically placed in the folder "Downloads". You can also recognize the
certificate file by the file format ,pfx“.

‘-| [+ % | Downloads
Start Freigeben Ansicht
P u h Ausschneiden : x . I U7 Neues Element ~ @ £ Offnen HH Altes auswahlen
W Pfad kopieren sl ﬁ Einfacher Zugriff ~ /| Bearbeiten 1o Michts auswahlen
An Schnellzugriff Kopieren Einfogen - Yerschieben Kopieren Laschen Umbenennen  Neuer Eigenschaften
anheften u Verknapfung einfigen nach nach Ordner - &2 Verlauf E‘F,‘Auswahl umkehren
Zwischenablage Organisieren MNeu Offnen Auswihlen
« L ‘ > DieserPC » Downloads
X8 DieserPC "~ Name
B 30-Objekte [3 VerTolks_elster_17,10.2022_09.49.pfx
[&=] Bilder
[ Desktop
=| Dokumente
o
B Vvideos

‘i (C:) Standard
= (D) Daten
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Step 4: First Login
In the fourth step, you log in with your certificate file to complete the registration.

First login

Select the certificate file to be downloaded now and enter your password.
Where can | find my downloaded certifi-

Eg Certificate file cate f\le?_
Certificate file

Certificate file

| ‘ Browse ® 1
New tab

Password New window

@} New Incognito window
History »
Downloads Ctrle)
Login Bockmarks 4

Zoom - 0% - T
Print... Cirl+P

Lost certificate file or certificate expired? st

Password forgotten? Find.. Ctrl+F
More tools »
Edit Cut Copy | Paste

Settings

Help »

Exit

Menu item “"Downloads” in Chrome. (Shortcut CTRL +
N

) Enter activation data a

Note: The registration process must be completed within 150 days, otherwise the certificate
will lose its validity for security reasons!

After successful registration, you can now log in to the BZStOnline-Portal with your certificate file and
the form "Antrag auf Entlastung vom deutschen Steuerabzug gemaf3 § 50c EStG" will be displayed via
the path BOP/Forms&Services/All Forms/Tax-International /Tax deduction pursuant to Section 50a
and 50c German Income Tax Act (EStG). You can then use this form to electronically submit your
application to the BZSt.
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